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About This Guide

Introduction

This guide provides information about using the WS5100 Series Switch.

v

NOTE  Screens and windows pictured in this guide are samples and can differ from actual screens.

Documentation Set

The documentation set for the WS5100 Series Switch is partitioned into the following guides to provide information for specific user
needs.

- WS5100 Installation Guide - describes the basic setup and configuration required to transition to more advanced
configuration of the switch.

- WS5100 CLI/MIB Reference - describes the Command Line Interface (CLI) and Management Information Base (MIB)
commands used to configure the WS5100 Series Switch.

- WS5100 Migration Guide - provides upgrade instructions and new feature descriptions for legacy users of the WS5100 Series
Switch.

- WS5100 Troubleshooting Guide- describes workarounds to known conditions the user may encounter.

Document Conventions

The following conventions are used in this document to draw your attention to important information:

v

f CAUTION Indicates conditions that can cause equipment damage or data loss.

NOTE Indicate tips or special requirements.
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f WARNING! Indicates a condition or procedure that could result in personal injury or equipment damage.

Notational Conventions

The following additional notational conventions are used in this document:

- ltalics are used to highlight the following:
- Chapters and sections in this and related documents
- Dialog box, window and screen names
- Drop-down list and list box names
- Check box and radio button names
- lcons on a screen.

- text is used to highlight the following:
- Screen names
- Menu items
- Button names on a screen.
- bullets (¢) indicate:
- Action items
- Lists of alternatives
- Lists of required steps that are not necessarily sequential

- Sequential lists (e.g., those that describe step-by-step procedures) appear as humbered lists.
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Overview

The switch provides a centralized management solution for wireless networking components across the wired
network infrastructure. The switch connects to legacy access ports through a Layer 2 switch/hub. The switch
connects to non-legacy access ports through a Layer 3 interface.

The switch functions as the center of the wireless network. The access ports function as radio antennas for
data traffic management and routing. All of the system configuration and intelligence for the wireless network
resides in the switch.

The switch uses access ports to bridge data from associated wireless devices to the wireless switch. The
wireless switch applies appropriate policies to the data packets before routing them to their destination. Data
packets destined for devices on the wired network are processed by the switch, where appropriate policies
are applied before they are encapsulated and sent to their destination.

Access port configuration is managed by the switch through the Graphical User Interface (GUI), SNMP or the
Command Line Interface (CLI). The switch streamlines the management of a large wireless system and allows
for Quality of Service (QoS), virtual WLANs and packet forwarding implementations.
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1.1 Hardware Overview

The wireless switch is a rack-mountable device that manages all inbound and outbound traffic on the wireless
network. It provides security, network service and system management applications.

Unlike traditional wireless infrastructure devices that reside at the edge of a network, the switch uses
centralized, policy-based management to apply sets of rules or actions to all devices on the wireless network.
It collects management “intelligence” from individual access points and moves the collected information into
the centralized switch. Then, it replaces access points with “dumb” radio antennas called access ports.

Access ports (APs) are 48V power-over-Ethernet devices connected to the WS5100 Series Switch by an
Ethernet cable. An access port receives 802.11x data from MUs and forwards the data to the switch which
applies the appropriate policies and routes the packets to their destinations. Depending on the model, an AP
can support as many as 16 WLANS.

Access ports do not have software or firmware upon initial receipt from the factory. When the access port is
first powered on and cleared for the netwaork, the switch initializes the access port and installs a small
firmware file automatically. Therefore, installation and firmware upgrades are automatic and transparent.

1.1.1 Physical Specifications

The physical dimensions and operating parameters of the WS5100 Series Switch include:

Width 48.1 cm /18.93 in. (with mounting brackets)
42.9 cm /16.89 in. (without mounting brackets)

Height 439¢cm/1.73in.

Depth 40.46 cm /15.93 in.

Weight 6.25kg /13.75 Ibs.

Max Power Consumption 100 VAC, 50/60 Hz, 3A
240 VAC, 50/60 Hz, 1.5A

Operating Temperature 10°C - 35°C / 50°F - 95°F
Operating Humidity 5% - 85% without condensation

1.1.1.1 Power Cord Specifications

A power cord is not supplied with the device. Use only a correctly rated power cord certified for the country of
operation.

1.1.1.2 Power Protection

To best protect the WS5100 from unexpected power surges or other power-related problems, ensure the
system installation meets the following power protection guidelines:

e [fpossible, use a dedicated circuit to protect data processing equipment. Commercial electrical
contractors are familiar with wiring for data processing equipment and can help with the load
balancing of dedicated circuits.

e Install surge protection. Use a surge protection device between the electricity source and the
WS5100 Series Switch.

e [nstall an Uninterruptible Power Supply (UPS). A UPS provides continuous power during a power
outage. Some UPS devices have integral surge protection. UPS equipment requires periodic
maintenance to ensure reliability.
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1.1.1.3 Cabling Requirements

Two Category 6 Ethernet cables (not supplied) are required to connect the switch to the LAN and the WLAN.
The cables are used with the two Ethernet ports on the front panel of the switch.

The console cable that comes with the switch is used to connect the switch to a computer running a serial
terminal emulator program to access the switch’s Command Line Interface (CLI) for initial configuration. Initial
configuration steps are described in the WS5100 Series Switch Installation Guide.

1.1.2 System Status LED Codes

AWS5100 Series Switch has two LEDs on the front panel (adjacent to the RJ45 ports). The System Status LEDs
display three colors—blue, amber, or red —and three “lit" states—solid, blinking, or off.

1.1.2.1 Start Up

Event

Top LED

Bottom LED

Power off

off

off

Power On Self Test (POST) running

All colors in rotation

All colors in rotation

POST succeeded Blue solid Blue solid
1.1.2.2 Primary
Event Top LED Bottom LED
Active (Continually Adopting Access Ports) Blue blinking Blue solid

No License to Adopt

Amber blinking

Amber blinking

1.1.2.3 Standby

Event Top LED Bottom LED
Active (Failed Over and Adopting Ports) Blue blinking Blue blinking
Active (Not Failed Over) Blue blinking Amber solid

1.1.2.4 Error Codes

Event Top LED Bottom LED
POST failed (critical error) Red blinking Red blinking
Software initialization failed Amber solid Off
Country code not configured.
Note: During first time setup, the LEDs will . o
remain in this state until the country code is Amber solid Amber blinking
configured.
No access ports have been adopted Blue blinking Amber blinking
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1.1.3 10/100/1000 Port Status LED Codes

A'WS5100 Series Switch has two LED indicators for its RJ-45 ports:

Table 1.1 provides additional information about the status of the 10/100/1000 Port Status LEDs.

Upper left (amber/green) for link rate
Upper right (green) for link activity

Table 1.1 10/100/1000 Port Status LED Codes

LED State

Meaning

Upper left 0Off

10 Mbps link rate

Green steady

100 Mbps link rate

Amber steady

1 Gigabit link rate

Upper right Off

The port isn't linked

Green steady

The port is linked

Green blinking

The port is linked and active

1.2 Software Overview

WS5100 Series Switch includes a robust set of features.This section provides an overview of the WS5100
Series Switch software and features. The features are briefly listed and described in the following sections:

Infrastructure Features
Wireless Switching
Wired Switching
Management Features
Security Features
Access Port Support

1.2.1 Infrastructure Features

A WS5100 Series Switch includes the following Infrastructure features:

Installation Feature

Licensing Support

Configuration Management
Diagnostics

Serviceability

Tracing / Logging

Process Monitor

Hardware Abstraction Layer and Drivers
Redundancy

Secure Network Time Protocol (SNTP)
Password Recovery
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1.2.1.1 Installation Feature

The upgrade/downgrade of the switch can be performed at boot time using one of the following methods:

e WebUI
e DHCP

e (Ll

e SNMP
e Patches

NOTE HTTPS must be enabled to access the switch Web Ul. Ensure that HTTPS access
\/ has been enabled before using the login screen to access the switch Web Ul.

The WS5100 platform has sufficient non-volatile memory to store multiple firmware images. The switch stores
an active and a passive firmware image. The switch supports staged upgrade operations.

1.2.1.2 Licensing Support
The following licensing information is utilized when upgrading from non-WS5100 or WS5100 releases.

e The maximum numbers of AP licenses a switch can adopt is 48.
¢ You can install/remove AP licenses in batches of 6 APs at a time.
e The RADIUS server and VPN capability is not a part of the licenses feature.

1.2.1.3 Configuration Management

The system supports redundant storage of configuration files to protect against corruption during a write
operation and ensures at any given time a valid configuration file exists. If a configuration file has failed to
completely execute, it is rolled back and the pre-write file is used.

Text Based Configuration

The configuration is stored in human readable format. It is stored as a set of CLI commands.

1.2.1.4 Diagnostics
The following diagnostics are available for the WS5100 switch:

1. In-service Diagnostics — In-service diagnostics provide a range of automatic health monitoring
features ensuring both the system hardware and software are in working order. The in-service-
diagnostics continuously mo